(SSO)

JSON API
HttpJSON API
JavaScript API

Joget Workflow

JSON API

® /web/json/directory/user/sso'  JSON API.
®  JSON AP or

<scri pt>
$(docunent) . ready(function(){
$. aj ax({
type: "POST",
url: "http://]ocal host:8080/jw web/json/directory/user/sso?cal | back=cal | backFunction',
data: {
usernane: 'admn',
password: 'adm n'
}
success: function(res) {
consol e.l og("usernane (" + res.username + ") is " + ((res.isAdmn !== undefined & res.isAdnmn
=== "true")?"adni n":"not an adnmn"));
}
dat aType: "json"
IoF
s

</script>

HttpJSON API

® v4 Joget WorkflowHTTPJSON API

o “userl” “password1”jQueryBasic AuthJSON API
<script>
$(docunent) . ready(function(){
$. aj ax({
type: "POST",
url: "http://1ocal host:8080/jw web/json/directory/user/sso',
beforeSend: function (xhr) {
xhr. set Request Header ("Authorization", "Basic dXN cj EGcGFzc3dvenmXx");
}
success: function(res) {
consol e.l og("usernane (" + res.username + ") is " + ((res.isAdnin !== undefined && res.isAdnin
=== "true")?"adnmin":"not an admin")),
b
dat aType: "json"
IO
IOF
</script>

JavaScript API
®  Queryutiljs

®  AssignmentManager.loginSSO

L]


https://confluence.joget.org/community/display/KBv6zh/JSON+API
https://confluence.joget.org/community/pages/viewpage.action?pageId=27363303

<script type="text/javascript" src="http://local host:8080/jw js/jquery/jquery-1.9.1.mn.js"></script>
<script type="text/javascript" src="http://local host:8080/jw js/json/util.js" ></script>

<script type="text/javascript" >
$(docunent) . ready(function(){
var | oginCal | back = {
success : function(response){

i f(response. usernanme != "rol eAnonynous") {
alert("login successfully")
}el se{
alert("login fail");
}
}
b
Assi gnnment Manager. |l ogi n(' http://1 ocal host:8080/jw , 'adnin', 'admn', |oginCallback)
s
</script>

®  \Web ServiceSSO


https://dev.joget.org/community/pages/viewpage.action?pageId=27363105

i mport org.joget.apps.workflow security. Wrkfl owlserDetails;

import org.joget.directory. nodel.service.DirectoryManager;

i mport org.joget.workflow nodel . service. Wrkf | owUser Manager ;

i nport org.joget.apps.app.service. AppUtil;

i mport org.springfranework. security. authentication. User nanePasswor dAut henti cati onToken;
import org.springfranework. security.core. Aut henticati on;

import org.joget.directory. nodel . User;

import org.joget.workflow util.Wrkflowmkil;

i mport org.springframework. security. core. context. SecurityContext Hol der;
import javax.servlet.http. HtpSession;

import javax.servlet.http. HtpServl et Request;

i nport org.springframework. security. web. savedr equest . Ht t pSessi onRequest Cache;
import org.springfranework. security.web. savedr equest. SavedRequest ;

/| Get service beans

Di rect oryManager dm = (DirectoryManager) AppUtil.getApplicationContext().getBean("directoryManager");
Wor kf | owUser Manager wor kf | owUser Manager = (Wor kf | owUser Manager) AppUtil. get Appli cati onContext (). getBean
("wor kf | owdser Manager ") ;

//Login as "clark"
String username = "clark";
User user = dm get User ByUser name(user nane) ;

if (user !'=null) {
Wor kfl omUser Det ai | s userDetail = new Workfl owdser Det ai | s(user);

/] Generate an authentication token w thout a password
Aut henti cation auth = new User nanePasswor dAut henti cati onToken(userDetail, userDetail.getUsernane(),
userDetail.getAuthorities());

/1 Login the user
Securi t yCont ext Hol der . get Cont ext (). set Aut henti cati on(auth);
wor kf | omUser Manager . set Current Thr eadUser (user. get User nanme() ) ;

/1 generate new session to avoid session fixation vulnerability
Htt pServl et Request httpRequest = Workflowltil.getHttpServl et Request();
Ht t pSessi on session = httpRequest. get Sessi on(fal se);
if (session != null) {
SavedRequest savedRequest = (SavedRequest) session.getAttribute("SPRI NG SECURI TY_SAVED REQUEST_KEY");
session.invalidate();
session = httpRequest. get Session(true);
if (savedRequest != null) {
session. set Attri but e(" SPRI NG_SECURI TY_SAVED REQUEST_KEY", savedRequest);
}
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